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restrictions for the metadata; monitoring analytic access {o the metadata; auditing queries
o a weekly basts by G&C: monitoring audit functionality; reviewing the BR FISA raw
database repositories] and examining the list of RAB-approved selectors,

2HS In light of the compliance issues that surfaced specific to the handling of the
BR E E%A metadata, NSA reviewed its minimization procedures as well as s oversight
procedures, to include auditing, documentation, and training, to dentify areas for
potential improvement. All were identified as areas for enhancement o ensure that
personnel handling the BR FISA metadata are aware of and compliant with the Count
Orders govermng ifs use and dissemination.

AU Minimization

Fvery NSA intelligence analyst is required to complete framing and pass a
1§3Q§ o1 U S5SID 18 minimization procedures every two years as a pre-requisife for access
fo urmminimized/onevaluated SIGINT data, Additionally, intelligence analysts must
recetve an OGC comphiance briefing and on-the-1ob tramning (OFT) regarding their
responsibilitics for handling metadata contanming 1.5, person information prior {0 being
granied access to the BR FISA mewadata. They also have on-hine access o detailed
working aids inclading required minimization procedures. NSA will continue to
emphasize the entical tmportance of applying USSID 18 and the Court Order
reguirements as they relate to the handling and dissemination of BR FISA.

B. (U} Oversight

i. W@wrs%gh% Auditing Mechanisms

—FSASHRES NSA assessed requirements for anditing of systems, tools, processes and
analyst queries to ensure the proper compliance procedures were n place. A tofal of 13
audits related to BR FISA metadata access and querying were conducted either as the
result of standing requirements or it response to 1ssues identified through the end-to-end
review. Descriptions of resuliant anomalies are captured n Section I

. 3 NS A audits samples of queries conducted by BR FiSA-authorized
miz}hgvmw amiy%ta and data integrity analysts in the

on a weekly basis, As a result of 2 review of its oversight
processes, O&C created a dedicated senjor intelligence analyst position to enhance
auditing of BR FISA metadata querics.

2, (UMRQUO) Oversight Documentation and Procedures

3 Oversight documentation and pmwdums governing BR FISA metadata
hardimo comsists of a set of SOPs that have been reviewed and revalidated. They are as
follows:
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“hoeess”: This SOP outlines the procedures for gaining and maintaining

aceess to the BR FISA metadata in a way that is compliant with the BR

FISA Court Order.

“BR FISA Audit Procedures”™: This document outhines the procedures

used to audit BR FISA analyst gueries

I

“Lompliance Notifieation™: This document addresses the procedures to

be followed when compliance issues are noted.

“Dot and OCGC Spot Checks™ This SOP addresses the procedures to be

followed for the required, regular Dol and/or OGO spot checks.

“Orversight™: This document outlines the roles and responsibiiibics of the

Dod, the NSA Director, the OGC, O&C, the Inspector General _
and those Counterterrorism Organization analysts

approved for BR FISA metadata access.

3. (U Oversight Training

—FSESEAHE NS A s Assoniate Directorate of Education and Training (ADET) had
already been working with O&C and OGC to redesign the required training for accessing
BR FISA metadata to better enforce appropriate handiing of this data and to infroduce
competency testing as part of the O&C curriculum. The curriculum will be administered
en-line to allow students 24/7 access to the course material,

LA he redesigned BR FISA portion of the training package addresses the
knowledge and procedural components of handling BR FISA data, and now requires the
analyst to read the most current Court Order and the OGO instructions, and in the future
will require them to view an OGO video briefing sbout the BR FISA program and
complete the following six lesson utornals:

i

2
e 2

“Overview of the Reasonable Articulable Suspicion standard,” as covered
inn OGC mstructions
“Sumimary of the RAS standard,” to aid NSA analysts in prepaning RAS
justifications
“Association wzih_ to identify how associations are
established in order to gualify a target for RAS justification
“First Amendment Considerations,” to identify limitalions and
considerations when targeting U.8. persons within BR FISA data
“Sources of information,” to identity the supporting information used o
justify the RAS determination
“The BR FISC Order,” which explains the content of the BR FISA Orders

A computer-based competency examination will be administered upon

mmplauoa of this training snd remediation will be provided for missed qucst;oms Onece
an analyst has demonsirated the necessary knowledge by %ucccs%f& ly passing the exam,
he or she will complete formalized OIT before O&CT grants access to the data.




: he OJT component has always been administered by an experienced HMC
OF SEnior di’id}.‘w/‘\t m;}mamcd m conducting OJT, This training specifically addresses how
analysts are permitted to use the BR FISA metadata, reinforces the unique privacy
concerns and handling requirements of this data, and demonstrates the various tools that
can be used to query the BR FISA metadata. In addition, each HMC and authorized
intelligence analyst is required to sign a user agreement, documenting that he or she has
read and understands the obligations associated with handling the BR metadata,

Wﬁ-}.]‘ SA has also begun to provide tailored briefings to all technical personnel
that have been granted access to the BR FISA metadata. The tailored briefings outline
the categories of data obtained under the BR FISA Court Order and the restrictions
associated with the technical personnel’s duties. For example, the briefings make it clear
that the Collection Managers and System Administrators are not authorized fo query the
BR FISA metadata for foreign intelligence purposes. The briefing also outlines the
correct offices to contact 1if the technical personnel see possible compliance issues in the
course of their duties,

3 Ag part of the BR FISA training redesign, complete training records will be

ma tgmui by ADET for each individual, The documentation will include the test score,
answers to individual test questions, and performance feedback from the OIT component.
This documentation will allow for tracking of access o the BR data on an individual

L

basis.

€3y NS As Future Architecture

3 Using principles of system engineering, configuration management and

ACCESS i.t)f‘tﬂ)i NSA has considered the future implementation of the BR FISA program
including the automated activity detection process to be used should the Court authorize
NSA to resume regular access to the BR FISA metadata.

A, (BAFSEE) Future BR FISA Activity Detection {Alerting) Proeess

LESHSUMEL NS A could resume automated activity detection in a fully compliant manaer
should the Court approve. NSA would maintain an Activity Detection (alert) List
containing only RAS-approved setectors. Only the RAS-approved selectors on this “BR
ldentifier List” would be compared to the BR FISA metadata, With Court approval to
resume automated querving, NSA will work with NSD/Dol to ensure the BR Identifier
List will be populated with only those selectors that the Court has authorized. Should the
Court grant MSA RAS decision authority, NSA would begin to augment the BR Identifier
List with additional identifiers that NSA approves as having satisfied the RAS standard,
using the improved processes and training wentified m this document.

B. (U} Future of Uverarching Avchitecture
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In the future, should the Court authorize NSA fo resume regular aocess to
?Em Ei’s’{ § ISA metadata, NSA will migrate the dataflow and life cycle management of the
BR FISA metadata to its next generation system archifecture which offers more effective
and efficient management and control. This architecture is designed fo be flexible enough
to adapt to changes in the legal and oversight requirements, while conforming to
applicable governing authorizations such as BO 12333 and BR FISA,

{\P‘?‘SLLQL I the future architecture, the end-to-end BR FISA dataflow will be referred
to as a system “thread.” As such, NSA would manage the entire capability via a “Thread
Engincering Team” to guide the requirements development, systems integration, use-case
development, testing/validation and planning for current and future enhancements.
Thread enginesrs would meet with representatives from the OGC and O&C 1o define and

validate requirements prior to development. Systene-wide configuration management
would be implemented to log the expected software builds and patches. Such practices
exist now, but there is no thread focused on the Business Records process.

: The proposed systems supporting BR FISA dataflow and life cycle withip
t%}a, n“xt generation architecture encompass both technical- and personnel-based strategies
to ensure that data 15 acoessed, refained and purged in full compliance with authorities
granted to NSA by the FISC. Morcover, the implementation of centralized processes and
databases will ensure that all aspects of the dataflow will continue 10 be tracked and
audited to further ensure that any non-compliance issues can be promptly identified and
addressed. Plans for addressing key requirements for BR FISA metadata are as follows:

} Becurity / Acecess Centrol

3 A new access control application will be applied fo all databases and
xystems sug}pertang the BR FISA workflow, This application will validate the credentials
of users to govern what systems they are approved to access, and validate that their
required fraining 1s current, PRI which offers security measures for identification and
authentication, as well as for access control, and audit capability will be used to manage
users with access to the raw data or query results.

{3} Brata Standardizstion

S A data standardization platform will date-stamp the incoming BR metadata
and ensure its consistent and accurate structure, This will allow quick and accurate date-
based purging once the Court~ordered time frame has been reached.

3. (U/FSR) Databasing RAS Sclectors

AT An updated and improved centralized target knowledge database for storing
i(.it,ph(mv and email selectors has been under development since October 2008, This
database will enable more efficient storage and retrieval of key information about each
BR FIBA telephony identifier such as its RAS status and the justification and OGC




approval as appropriate, for those that have been RAS-approved. These features are
scheduled for completion during the fourth gquarter of FY (4.

4. TESUED Analytical Processing and Call Chaining

PSR An enhanced call chaining function and data pm%%m x capability will
support %arg_p(., volumes of automated algorithms, handle growing ingest rates and deliver
faster query responses. Additionally, the metadata will be stored using security fags, a
measure which can be used to restrict the visibility of individual entries in the database to
personnel with the appropriate access credentials,

5 (DPRQUG) Auditing and Monitering
(A0 Enhanced audn:mg x will provide 2 means fo track a data user’s activity
pattemns, the state of & user’s operations, and the frequency and composition of queries.
A formal metrics and monitoring system will also be used to monitor the status of the
end-to-end processing and will alert management and operations personnel when
processing anomalies are detected,

VE (U Conclusion

S ENEY As discussed above, NSA has thoroughly reviewed the technological
systems, analytic workflows and processes associated with its implementation of the BR
FisA Court Order, and has introduced corrective measures o address specific concerns
and vulnerabilities. These new messures will ensure a balanced focus on technological
solutions and management controls. The end-to-end review also revealed areas for
wnprovement which have been documented and will continue 10 be addressed. Where
changes were made impacting current manual operations, a combination of system
evaluations, demonstrations and audits provided confidence that the technical fixes are
actually configured and operating as intended.

SLSUUNES The remedial actions described in this report are subject t© ongoing
zmg&mvamgm and will support strict adherence to the Court Order. Although no
corrective measure is infaliible, NS A has taken significant steps designed to eliminate the
poasibility of any future compliance 1ssues and to ensure that the mechanisms are in place
to detect and respond quickly if ons were o ocour,
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Figure 8: Component of BR FISA Process addressed in End-to-End Review
“RAS Appreval Process”
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Appendix: Glossary of Terms

ACAT

See Automated Chaining and Analysis Tool
and GUI

Activity Detection List

A list of foreign and domestic telephone
selectors believed to be associated with
terrorist targets. The Activity Detection
List is independent of the Station Table.
Formerly called the Alert List, this hist is
now more commonly referred to as the
Activity Detection List in order to be more
descriptive.

Alert List

See Activity Detection List

Automated Chaining and Analysis Tool
and GUI(ACAT)

A datsbase used 1o store correlations
hetween selectors

1 i3 one of

the databases accessed by the: ||| Gz

database,

p Dy iaes autormated chaining
requests t hased on the
occurrence of al

ad hoc query
requests from BR FISA-authorized
analysts

Components

The core systems and processes identified
as part of the BR FISA metadata workflow
against which IPAs and PIAs were
conducted.

Configuration Management

The process of tracking, controlling and
documenting changes i software
applications, including revision control and
establishing baselines,

A datsbase containing list of identifiers
which, based on an analytic judgment,
should not be tasked by the SIGINT
system,

Drefent st

A list of selectors that are deemed of hitile
analytic value for metadata analysis.

EAR

Emphatic Access Restriction (EAR)

See Emphaiic Access Restriciion

A software restrictive measure writien into

the |midc§iewaz"e on 20
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initial Privacy

February 2009 to prevent a non-RAS
ector from being used for a

a system or process whic
es 2 standard set of gquestions used to
determine, among other things, whether the
system or process under review inferacts
with m? a that could confain information

-7
ELEL

about U.S. persons.

| NSA’s corporate file transfer/distribution

BYSiem

I NSA'S

porate contact chaining system.

‘Y A etac §

H

313051

about a telepho
e calling and {:ai ed
I, ete. Metadata dm not inchude

include #
fime of ¢

content.

The repository for individual BR FISA
ta call records for access by

1

H ‘h
154 fed Homeland Security £

Lg)\ da
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yC) and data integrity analysts
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" A selection management system used to
manage and task selectors, such as
telephone numbers, [IMEIs, and IMSIs, o
many different information collection
systems worldwide,

Parsing Rules A method for separating data into
standardized data fields.

PEA See Privacy Impact Assessment

PKi See Public Key Infrastructure

Public Key Infrastructure (PKD An intormation assurance service that

supports digital signatures and other
public-key based security mechanisms, and
oifers security measures such as
wentification and authentication, access
control and audit capability.

Privacy Impact Assessment (PIA) Anin-depth, standardized review of
privacy concerns for a particular system or
DIOCESS

Reguirements The terms contained in the governing BR

FiSA metadata documents that must be
satisfied as part the end-to-end workflow,
Sanitize The process of disguising intelligence to
protect sensitive collection sources,
methods, capabilifies or analytic
procedures in order to disseminate {o
customers at a classification level they can

Use.
Seed An initial selector used 1o generate 8 chain
query.
Selector Anident :Eis.ﬁ in BR FISA realm could be

an IMEL IM%E or MSISDHN, as well as a
idaph{}m number.
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and provide the results to the ||
HMUCs only used RAS-approved selectors
when using this tocl. The team

ultimately provided the results to NSA’s

The primary desktop graphical user
] £

mterface {GUT) for access «
data and services.

SOP See Standard Operating Procedure
NEA’s mission element for access and
exploitation ¢

SR ) See System Security Plan
Standard Operating Procedure (SOP) Institutionalized documentation describing
official processes and procedures.

Station Table Historic reference of all telephony selectors
that have been assessed for RAS - and
their associated RAS determination (RAS
Approved or Not RAS Approved) - since
the BR FISA Ovrder was first signed on 24
May 2006. -
Sub-components The logical and physical breakdowns of the
BR FISA metadata workflow components
that performed specific activities and/or
AAAAAAAAAA | functions.

lﬁ An analytic guery tool used 1o seek out
additional information on telephony
selectors fronfj R 2o other
knowledge bases and reporting
.................................................................. repositories.

] A next geperation metadata analysis

graphical user interface (GUI) which is the

replacement for| ||| G

.
Systemn Security Plan (SSP) Formal document describing the
implemented protection measurcs for the
secure operation of a computer systen.

Telephony Activity Detection (Alerting) The process used to notify NSA analysts if
Process there was a contact between a foreign
telephone identifier associated with




The query tool which indicates whether a
telephony selector is present in NSA data
repositories, the total number of enigue
contacts, total number of calls, and “firgt
heard” and “iast heard” information for the
selector,
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